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Role Life Cycle Management

As CIO you are responsible in your organisation for the safety of the IT environment and you
need to deal with increasing Security Compliance requirements. At the same time you need to
decrease the administration costs of Users and Access Management. Doing more with less!

A difficult objective which needs an innovative solution. SecurlT has developed such an
innovative solution for you. RoleManager™ is the answer to your needs!

About RoleManager

In combination with IBM Tivoli Identity Manager, RoleMa-
nager allows business people to take responsibility in ma-
naging Security by letting them assign users to meaningful
business roles. A hierarchical meshed RBAC role model
with inheritence can be accomodated, as well as Segrega-
tion of Duties, as defined by the ANSI/NIST standard.

e  Full delegated administration on Role Management.

e Streamline Business Processes by defining your own
role-types

e Temporal constraints on role assignments.

e In addition to RBAC compliance, RoleManager pro-
vides significant added-value to ease the daily RoleManager overview.
Management of Roles:

e Support for Role Owners and Role Assignment Approvers.

e Automated discovery and creation of Role Model foundation

e SOA architecture for seamless integration into the Enterprise environment.

By using RoleManager you can reach your goal: doing more with less!

The Benefits of Ro|eManager “RoleManager’s tight integration with Tivoli

Identity Manager enabled us to implement

RoleManager’s seamless integration with ITIM 5.0 provides a :
our own RBAC model and requirements

unigue solution with significant advantages over any other

solution in the market. quickly and turned out to be an important

facilitator in achieving our Compliance

e A cost-effective and Business-oriented approach for managing ELEEISE
User Entitlements;

e Handle Compliance efficiently and manage conflicts of interest;

e Apply a Policy-driven delegation model, closely linked to the organizational structure and/or Business
requirements;,

e Allow users to move smoothly to other responsibilities via temporary role assignments, including fading
out from previously assigned roles;

e Retrieve existing authorization groups from target systems as a step stone to build your Enterprise
Authorisation Model;

e Seamless integration of Identity and Access Management into the Enterprise Information Infrastructure;

RoleManager runs on WebSphere Application Server side by side with ITIM and integrates seamlessy with ITIM.

For more information about RoleManager and our other solutions: www.securit.biz
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